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e-Safety
Practice Guidance Summary
What is e-Safety?
‘Swimming pools can be dangerous for children. To protect them, one can install locks, put up fences and deploy pool alarms. All of these measures are helpful, but by far the most important thing one can do for one’s children is teach them to swim’

‘Youth, Pornography and the Internet’

National Research Council USA 2002

The use of digital technology is now seen as an essential part of everyday life. The number of SMS (text) messages and emails sent everyday greatly exceed the population of the planet. Nearly every company, organisation, agency, school and Local Authority has a presence somewhere on the internet, allowing them to engage different people in different ways. 

While digital technology can be used in positive ways, it can also be used in extremely negative ways. Paedophiles use this technology to contact, groom and blackmail young people in the virtual world with a view to abusing them in the real world, children and young people are able to anonymously bully classmates and teachers, while adults may find themselves at greater risk of identity theft should they publish too much information about their life onto a social network.

The risks are real but many people do not see that activity within a virtual world can have an effect in the real world. Comments posted onto social networking sites have led to staff being disciplined and in other cases young people have experienced bullying.  Many are also unaware that some activities in the virtual world are criminal offences and can lead to prosecution.
e-Safety is the term used to describe proactive methods of safeguarding children and adults when they use digital technology. Instead of simply blocking everything which may pose a risk to our children, the e-Safety principle shows that even though putting up walls can work short term, the education of our children and young people in methods of safeguarding themselves can be much more effective in the long term. We want to teach them how to swim in a digital world.

Educate children in our care to help them stay safe when out of our care.

The Lincolnshire Safeguarding Children Board (LSCB) has a statutory responsibility to ensure that agencies fulfil their responsibilities to keep children safe not only in the real world but in the virtual world too.
Risks present when using digital technology

Predatory Grooming – Grooming is the process by which a person will befriend a child by gaining their trust in order to engineer a situation where the child will allow the offender to have sexual contact with them.
The act of grooming a child for sexual gratification is illegal under the Sexual Offences Act 2003.

Cyberbullying – Cyber bullying is when a person or group of people use technology to threaten, tease, humiliate, stalk or embarrass another person. 
A study by the DCSF found that 34% of 12-15 year olds have been targeted by cyber bullies. The same study also found that 15% of teachers have been the victims of cyber bully attacks. Many students do not realise that their actions are of a bullying nature. With new technology allowing people to remain constantly connected to each other, cyber bullying can occur at any time and can take place anywhere, 24 hours a day, 7 days a week. The perceived anonymity offered by the Internet means that anyone can be a bully and anyone can be bullied.

Child Abuse Images - It is illegal to make, distribute, show or possess an indecent image of a child, a child being any person under the age of 18. Whether an image is classed as indecent is decided by a jury with each image being assigned a level between 1 and 5. A person can also be charged even if they only accessed it and did not save it (this is classed as ‘making’ a digital image)

Unfortunately not all young people are aware that swapping indecent images of their friends is illegal, no matter what their age is. The self production of indecent images in order to share them with partners can also bring about unwanted risks should the relationship come to an end. Who has control of their image? Predatory child sex offenders may also want to obtain copies of these images and may do so by manipulating or blackmailing young people.
Inappropriate Content – The World Wide Web (www) is a virtual library allowing easy and quick access to information on almost every subject you can think of. Unfortunately not all of this information is appropriate. With a few keystrokes and simple clicks of the mouse, children and young people can very easily access pornographic material, sites promoting hate speech, incorrect or biased information and share copyrighted material.
A study by the NSPCC found that the average age for viewing pornographic information online is now 11 years of age.

Identity Theft - Identity fraud has been a growing problem for a number of years now and is becoming a common occurrence. The explosion of social media sites such as Facebook have now made stealing someone’s identity much easier. Information that used to be kept secret such as the maiden name of your mother, contact details, employment history and more, are now published onto sites where anyone can access them. The number of Phishing incidents, the use of emails to gain financial details, is also on the rise.
Purpose
The purpose of this guidance is to assist partners in creating an e-Safety policy by highlighting key risks and the safeguards they should consider implementing in order to reduce those risks. 

Partner agencies and organisations are encouraged to use this guidance as a basis for producing an internal e-Safety policy to suit their needs and the needs of the children and young people they work with.

Nomination for lead of e-Safety
It is recommended that each organisation and/or establishment nominate a lead who will be responsible for the creation, management and responsibility for the e-Safety policy and any issues/incidents relating to the use of digital technology.

Policy Summary

The following summary is intended to give an executive overview of what should be considered for inclusion in an e-Safety policy. Each bullet point delivers a short description which is expanded and explained in the practice guidance, including a background to why each one has been included.

The summary is intended to give a simplified overview of the policy document to be used as reference.  

Use of the Internet

You should not access or attempt to access any websites which contain inappropriate or illegal sexual content, incitement of violence, any form of discrimination, gambling, illegal drug taking and the promotion of, criminal skills or piracy.

It is recommended that establishments use internet content filtering solutions to reduce the number of inappropriate sites accessible to staff and young people. Any internet filtering solution should also block 100% of known illegal content managed by the Internet Watch Foundation through their ‘blacklist’.

Social Networking

Social Networking sites should not be accessible by children until such a point that they have received sufficient education in the risks. The decision to allow access to Social Networking Sites should be discussed, agreed and logged by the senior management team with an annual review of the decision.
Any organisation wishing to engage with children through social networking sites should ensure that the requirements laid out in the Social Networks Terms of Use are adhered to such as the minimum age requirement that ALL users should be over the age of 13. This is applicable to all Social Networks.
Consideration should be given to which Social Networks are allowed and which should remain blocked.

Staff should never become ‘friends’ with children they work with or their families on Social Networking sites.

Use of Email

All staff should use their professional email accounts for work related business. Language used and content should be appropriate and considered to be a headed letter. Personal use of business email should be agreed by senior management.
Password Security

All users, staff and children, should keep passwords private. Passwords are confidential and should be individualised for each person.

Data Security

Staff should ensure that sufficient safeguards are in place should they need to take sensitive or confidential information out of the work environment. Staff should consider if the information should leave the work environment, how it is transported and whether it would require password protecting or encrypting.

Acceptable Use Policy

All establishments should have an Acceptable Use Policy in place for all users of their ICT equipment, staff and children. The Policy should include details on what is appropriate use of ICT systems, including use of email and the Internet, and what is inappropriate. Appropriate sanctions for misuse or abuse of ICT equipment should be detailed on the policy and the policy should be reviewed annually. A policy template is included in the practice guidance.
Mobile Phones

The use of mobile phones should be considered and, if necessary, included in a separate policy or in the AUP. For staff working closely with children, especially on a one-to-one basis or where it is appropriate to assist with personal care, managers should consider whether personal mobile camera phones should be kept on their person or stored in staff areas.
Monitoring of inappropriate activities using ICT

Should the establishment consider the use of a Behavioural Management solution, they must ensure that all users are aware of the monitoring functionality.
e-Safety Incident Log

Any incident relating to the use of technology should be reported to the organisation’s/establishment’s e-Safety co-ordinator and logged in an e-Safety Incident Log.

By using this log it is possible to identify any trends, keep track of repeat offenders and use to review and update your e-Safety policy, applying a local context to it.
An example e-Safety log is included at the end of the practice guidance.
Useful websites
CEOP – www.ceop.police.uk – The Child Exploitation and Online Protection Centre is the lead law enforcement agency in respect of e-Safety. CEOP offer an online reporting system, Click CEOP, for incidents relating to predatory grooming.
Thinkuknow  - www.thinkuknow.co.uk – The ‘one-stop shop’ for all things e-Safety, maintained by CEOP. There are sections for each Key Stage group, for parents and for teachers. Registration with the teacher/trainer portion should allow you to access a number of e-Safety resources including posters, leaflets and further guidance for professionals.

IWF – www.iwf.org.uk – The Internet Watch Foundation is an internet industry sponsored organisation responsible for minimising the availability of child abuse image website worldwide. They maintain a ‘black list’ of known child abuse image sites which Internet Service Providers can subscribe to, blocking access to those sites in the UK
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(Organisation Name)   e-Safety Incident Log

Details of ALL e-Safety incidents should be recorded by the e-Safety Coordinator.  This incident log will be monitored regularly by a designated senior manager.  Any incidents involving Cyberbullying should be recorded on the ‘Bullying Incident Log’ if one is maintained by your organisation.
	Date &

time
	Name of child or staff member
	Male or Female
	Room and computer/ device number
	Details of incident 

(including evidence)
	Actions and reasons

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	








